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In t roduct ion  

We know th at  pro v id i ng p erson al  i n forma t ion  is  a n ac t  o f  t rust  and we t ake that  very ser io us l y .  

Under  data  pro te ct ion  laws,  we are req u i red to  pro v id e you w i th  cer ta in  i n forma t ion  abou t  who we 

are,  how we pro cess your  per sona l  dat a  an d for  what  p urpose s,  an d yo ur  r igh ts  i n  re la t ion to  your  

person al  da ta .  Th is  Pr i vacy Pol i cy w i l l  te l l  you what  we co l l ect  your  d ata  for  and how we ke ep i t  

sa fe  for  you .  I f  you h ave any ques t ion s ab out  th is  p o l i c y,  p le ase cont act  us.  

I f  you  have an y que st io ns  a bout  th is  pr ivacy  po l icy ,  p le ase conta ct  u s a t  

madhu ban@ carbo nla ces. co m  

Our  contact  detai ls  

CarbonLaces L imi t ed,  re g is t ered i n  Engl and and Wa les ( Company numb er  121 9625 6)  a t  2 b 

Achi l l es Roa d,  Lo ndon,  NW6 1EA;  VAT  num ber  38 3318 5 85.  

Why do we have a Pr ivacy  Pol icy?  

Most  o f  the data  we co l lect  and ho ld  abou t  yo u is  for  th e purpo se of  prov id in g yo u w i th  c l i m ate-

f inan ce.  We a lso use dat a  to  m ake Car bonLa ce s’  pro du cts a nd serv i ces bet ter  f or  our  cust o mer s.  

We’ l l  co l l ect  cer ta in  per sona l  in f ormat ion  f ro m you whe n you use our  webs i te ,  wh en you ge t  in  

touch w i t h  us  abo ut  an y o f  our  prod uct s or  serv i ces,  an d dur in g an y process to  s ign up,  chan ge or  

cance l  your  pro duct s an d ser v ices.  

The purp ose of  our  pr iva cy po l i cy is  t o  le t  you know:  

•  How and why we co l le ct  your  p erson al  i n forma t ion ;  

•  How we use and  d i sc lo se your  p erson al  i n forma t ion  ( an d to  whom) ;  

•  How we protect  your  p erson al  i n forma t ion ;  and your  leg a l  r ight s  an d how th e law  pr otect s  

you.  

•  Changes to  our  pr ivacy po l icy  

We keep  our  pr iva cy p o l i cy u nder  re gu lar  re v iew .  T h is  vers i on was last  upda ted o n the  date  l is ted 

in  the f ooter  o f  ea ch p age.  I f  we ma ke a ny chang es t o  our  pr ivacy  po l icy ,  we’ l l  pos t  ch ange s on 

th is  p age and,  wher e appr opr ia t e ,  not i f ie d to  you b y e - mai l  and whe n yo u ne xt  s t ar t  the A pp or  

log ont o  on e of  t he Serv ice s S i te s.  Wher e yo u use the App or  the S erv i ce S i t e ,  the new po l ic y 

may b e d i sp la yed on -screen and you  may be req u i red t o  read a nd a cce pt  the cha nge s to  cont i nue 

your  u se o f  the Ap p or  th e Serv i ces .  

We may a lso not i fy  you in  o t her  ways f rom t ime to  t i me  about  t he pro ce ssin g o f  your  p erso nal  

in format ion .  

I t  is  i mpor t ant  th at  the  personal  data  we ho l d  abo ut  you  is  a ccura te  an d cur re nt .  P le ase kee p us 

in forme d i f  your  p erson al  d ata  chang es d ur ing  our  r e la t ionsh ip  w i th  you .  

mailto:madhuban@carbonlaces.com
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Data Protect ion Pr incip les  

We w i l l  c ompl y w i th  data  pro te ct ion  law .  Th is  says that  the per sona l  in f ormat i on  we h o ld  a bout  

you m ust  b e:  

•  Used law fu l ly ,  fa i r l y  an d in  a  t ran spare nt  way.  

•  Col lecte d  on ly  f or  va l id  p urposes t hat  we h ave c le ar ly  exp la ined  to  you a nd no t  used in  

any way that  is  i nco mpat ib le  w i t h  tho se p urpo ses.  

•  Relevant  to  th e purp ose s we ha ve t o ld  you a bout  and l i mi ted on l y  to  th ose purpo ses .  

•  Accurate  and kept  up t o  date .  

•  Kept  on l y  i f  necessary for  the p urposes we have  to l d  you abo ut .  

•  Kept  se cure l y .  

When th is  Pol icy  appl ie s?  

For  the p urposes o f  th i s  Po l i cy,  "we" ,  "us" ,  "our "  and "Carbon Laces"  me ans Car bonLa ce s L i mi ted .  

Unless o therw i se s t a ted,  Car bonL ace s is  the Dat a Cont ro l le r  for  your  perso nal  data .  T h is  P o l i cy 

app l i es to  how we u se your  in f ormat ion i n  re l a t ion  to  o ur  produ cts a nd serv i ces  gener a l l y .  

Th is  Po l ic y doe sn ' t  app ly  t o  o ther  Compan ies '  s i tes tha t  you g et  to  throug h our  we bsi t e  or  Soc ia l  

Media  page s.  So,  sure you 've re ad th e i r  po l ic y be fore p ut t ing your  perso nal  in form at io n on t he i r  

s i te .  Yo ur  co nt inu ed u se of  our  serv i ces  w i l l  mean t hat  you a cce pt  an d agre e to  a ny chan ges t o  

the Pr iva cy P ol ic y.  

Your  legal  r ights  

Your  r ights to  your  data  

I f  we co l lect  or  ha ndle  your  perso nal  data ,  you have r ig hts  a s an ind i v idu a l  whi ch you can 

exerc ise in  re l a t ion  to  th e in f ormat ion,  we ho ld  abou t  you:  

•  To cor re ct  or  u pdate  your  perso nal  in for mat io n,  you ca n log in to  your  Carb onLa ces 

acco unt  v ia  th e App or  websi te  

•  To de le te  your  per sona l  in f ormat ion,  you can emai l  us .  We w i l l  m ake ever y e f for t  to  

de le te  any  in for mat i on we no  lon ger  ne ed to  ho ld ,  but  we won ' t  a lwa ys b e ab l e  to  do th is .  

For  exa mple,  we ma y nee d to  h o ld  your  in form at io n to  cont i nue  t o  prov ide your  energ y 

under  th e co nt ract  or  for  f u ture  re por t in g purp ose s un d er  the FCA or  TCFD repor t ing .  I f  

th is  i s  th e ca se ,  we ' l l  e xp l a in  wh y.  

•  To ask  us t o  res t r ic t  proce ss ing o f  yo ur  personal  in for m at ion  or  t rans fer  your  per sona l  

in format ion to  a  d i f fere nt  org anisat io n,  yo u can em ai l  u s  

•  To reque st  th e t ran sfer  o f  your  perso nal  in form at io n  to  another  par ty  ( “ data  p or tab i l i t y ” ) .  
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•  To conf i rm h ow  we are u s ing your  perso nal  in form at io n  or  access  to  th e per sona l  

in format ion that  we ho ld  about  yo u,  in  an ea sy to  un der stand ,  por ta b le  a nd secur e  forma t  

you can e mai l  us w i t h  the sub ject  l in e “Access Re que st " .  

•  To ob je ct  to  the proce ssi ng o f  your  perso nal  in for mat io n,  you can  ema i l  u s.  

•  To w i thdraw conse nt  to  proce ss your  data ,  you can em ai l  u s.  

•  To opt -ou t  o f  m arket ing com muni cat i on,  you can e mai l  us.  

A l l  ema i l  shoul d  be d i re cted t o  su ppor t@ carb onla ces. com  

Once we rece ive  a  requ est  f r om you ,  we w i l l  respond  w i th in  5  work in g da ys.  Be fore  a ct io n ing  

these r eque sts,  we w i l l  n eed t o  po si t i ve l y  id ent i f y  yo u t hrough  o ur  nor mal  secur i ty  and  d ata  

pro tect ion  checks.  I f  you ha ve a ny d ata  pr o tect ion com pla in t s ,  you ’ re  ab l e  to  conta ct  th e 

In format ion Com miss io ner ' s  O f f ice  ( ICO)  (www. ico.org. uk) .  We’ d l i ke  to  t ry  a nd he lp  w i th  any 

concerns you  may have  befor e yo u co ntac t  the ICO,  so p lease get  in  t ouch  w i th  u s in  the f i r s t  

insta nce .  

Your  personal  in format ion  

Col lect ing your  persona l  in format ion  

We (and/or  our  ag ents)  w i l l  co l l ect  cer ta i n  per sona l  in f ormat io n f rom and about  you  dur in g yo ur  

s ign-u p jour ney,  when you g et  in  cont act  w i t h  us ,  use o ur  websi te /App or  com muni ty  a nd a s par t  

o f  prov id in g our  serv i ce s to  you.  Not  a l l  t he i n forma t ion  be low w i l l  be c o l l ecte d a t  once  and we 

w i l l  ha ve a besp oke menu  which  we w i l l  a dhere to  an d agree w i th  the cust omer  b efore mov ing 

forward.  We ma y a lso  moni tor  an d recor d an y  co mmu ni cat io ns we h ave w i t h  yo u,  in c lu d ing  phon e 

ca l l s ,  l i ve  chat s and  ema i ls ,  to  m ake sure we are pro v i d ing you w i th  the best  serv ice we  can .  I t  

does n ot  i nc lu de d ata  where the i dent i ty  h as been r emo ved (an ony mou s data) .  The in form at io n 

we co l le ct  i nc l udes :  

•  Contact  data;  yo ur  nam e,  em ai l  addre ss,  post a l  ad dress,  pho ne -  n umber ,  date  o f  b i r t h  

and an y o th er  re le vant  in for mat i on we ne ed i n  order  to  conta ct  or  i dent i fy  you;  

•  Financial  d ata;  yo ur  ban k a cco unt  a nd pa yme nt  det a i l s  re la t in g to  produ cts a nd serv i ces  

you re ce i ve  

•  Technical  d ata;  in ternet  pro to co l  ( IP )  a ddre ss,  your  l o g in  dat a  ( in c lud ing your  Ap p an d 

Communi t y  u serna me an d pa ssword) ,  browser  t ype a nd  vers i on,  br owser  p l ug - in  type s 

and ver s io ns,  o perat ing syst em a nd p la t for m and other  techno log y on the d evi ces you use  

to  access th i s  webs i te .  W e t rack te chni ca l  data  by u s in g coo kie s (se e ‘Cook ies ’  se ct i on 

below for  more d eta i l s) ;  

•  Usage data;  i n forma t ion abou t  how you u se our  we bsi t e ,  produ cts and serv ice s;  
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•  Locat ion data;  in form at io n that  a  mo bi l e  de vice ,  l i ke  a  smar tp hone or  tab le t ,  pr ov i des 

about  i ts  cur rent  pos i t ion  in  space;  

•  Market ing and communi cat ions d ata;  yo ur  co mmun icat ion pr eferen ces  for  re ce i v ing 

market ing f ro m u s and our  th i rd  par t ies ;  

•  Energy supply dat a;  yo ur  sup ply  s tar t  date ,  meter  techn ica l  det a i l s ,  tar i f f  an d i f  you h ave 

a smar t  meter  ins ta l l ed a t  your  proper t y ,  we’ l l  a l so capt ure your  energ y consu mpt i on 

data;  

•  Special  cat egor ies of  d ata;  hea l th  and f inan cia l  vu lne rab i l i t y  da ta ,  i f  app l ica b le ,  to  

inc lu de you o n the Pr i or i ty  Serv i ces Re gis t er .  

We may a lso use aggr egate d dat a ,  in  order  t o  im prove  our  opera t ion s an d en sure we ar e 

prov id ing you w i t h  the best  ser v ice  possib le .  A l l  aggr eg ated da ta  i s  ano nym i se d and  doe sn’ t  

reveal  your  iden t i ty .  

I t ’s  i mpor ta nt  th at  the personal  data  we ho ld  abo ut  yo u is  up to  da te  so p le ase le t  u s know i f  your  

person al  da ta  chang es at  any  t im e.  

Using your  personal  in form at ion  

Where we use yo ur  per sona l  in f ormat i on to  pursue our  leg i t i mate  in ter ests ,  we w i l l  on l y  do so 

prov id ed your  in terest s  an d fun d ame nta l  r ight s  do not  o ver r ide  t hose in t erest s .  We use your  

person al  in format ion f or  a  var ie t y  o f  purpo ses.  The f o l l ow ing su b se ct i ons  

H igh l igh t  the mai n ways  we use  your  personal  in for mat i on and the l ega l  bas is  on whi ch we re l y .  

•  To provide d ig i ta l  servic es  to  you so t hat  you can t ra ck  your  u sage.  For  the  leg i t im ate 

in teres ts  o f  our  b usi ness to  pr ov i de serv i ces t o  yo u.  

•  To learn about  the u sage of  e lect r ic i t y ,  ga s b y our  u sers for  th e le g i t i mate in tere sts  o f  

our  bus ine ss to  t rack how e lect r ic i t y  i s  be ing u sed in  or der  to  i mprove our  serv ice s.  

•  To supply you w i th  en ergy  and cl imate  servic es  we gather  i n form at ion  abou t  yo u and  

your  ho me so we can a ccurat e ly  sup ply  your  energ y.  F or  exam ple,  we nee d to  know yo ur  

address to  supp ly  t he r ig ht  pro per ty ,  and we need to  kn ow how much ener gy you u se so 

we can send you accurate  b i l l s  or  set  u p new serv i ces.  Where ne cessary,  we  shar e th i s  

w i th  o the r  organ isat ions  in  t he en ergy indu st ry ,  l i ke  yo ur  o ld  supp l ier ,  O fge m an d the 

organi sat io ns t hat  m ain t a in  t he na t ion a l  en ergy datab a ses.  T h is  w i l l  b e for  th e le g a l  b as i s  

o f  ( i )  per for min g a  cont ra ct  to  whi ch you are a  p ar ty  a n d ( i i )  fo r  t he l eg i t i mate  in te r est s  o f  

our  bus ine ss to  prov ide serv ice s to  you.  

•  To make Us b et ter  we co l lec t  data  on h ow you use our  websi te ,  App a nd ot her  fea tures.  

We t rack  th in gs l ike  where you c l ic k  on  our  s i te  a nd wh at  featur es you u se.  T h is  le ts  us 

learn what 's  work ing wel l  an d w hich feat ures we need t o  impro ve.  We  so met i mes share 

th is  d ata  i n  an aggre gated form (n on -per sona l ised)  w i t h  agen cie s or  p ar tners  that  are  
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help i ng u s.  For  e xam ple,  we migh t  te l l  a  te lecomm unicat ion s par tn er  how m any phon e 

ca l l s  we get  a  week .  Th i s  w i l l  be for  the l ega l  bas is  o f  t he leg i t im ate i n tere sts  o f  

improv ing t he serv i ces we  prov ide t o  yo u and  to  o t her  custom ers.  

•  To personal is e and promote CarbonLa ces  we use yo ur  data  t o  he lp  u s grow an d spre ad 

the word on  renewab le  en ergy.  I f  you ' re  w i t h  Carbon La ces ,  we share  data  w i th  soc ia l  

media ,  sear ch e ngin e,  an d oth er  ad ver t is ing p la t f orms so that  we sto p ask in g yo u to  jo in  

us,  an d in stea d sh ow you  cont ent  m ore re l eva nt  to  you.  Th is  w i l l  be for  the  leg a l  b as i s  o f  

the leg i t i mate in tere sts  o f  im prov ing t he serv i ces we prov ide  to  you a nd to  o ther  

custo mers.  

•  To communicat e w i th  you we w i l l ,  in  add i t ion to  sendi ng you  ke y in f ormat ion a bout  your  

acco unt  b y em ai l ,  f rom t ime t o  t im e we ' l l  a l so send you  in forma t ion  abou t  th i ngs we th in k 

w i l l  in t erest  you.  W here n ece ssar y,  we share your  d ata  w i th  organ isa t ion s tha t  se nd 

comm unicat io ns o n our  beha l f .  Th i s  w i l l  be f or  the lega l  bas i s  o f  ( i )  per for ming a  co nt rac t  

to  which you are a  par ty  and ( i i )  fo r  t he le g i t i mate in ter ests  o f  our  busi ness to  prov i de 

serv i ces to  you.  

Change of  Purpose  

We w i l l  on ly  use your  p erso nal  i n form at ion  for  th e purp oses for  which we co l le cted i t ,  u n less we 

reason ably  con sid er  that  we nee d to  u se i t  fo r  a nother  reason and t hat  re ason  is  com pat ib le  w i th  

the or ig ina l  purpo se.  I f  we nee d to  use your  perso nal  in format io n for  an unr e la te d purp ose,  we 

w i l l  not i fy  you a nd we w i l l  exp la i n  the  leg a l  ba s i s  which  a l lows us t o  do so.  

Automated decision  making  

We do no t  en v isa ge th at  an y de ci s ion s w i l l  be ta ken ab out  yo u us ing autom ated mean s,  h owever  

we w i l l  not i fy  you in  wr i t in g i f  t h is  pos i t io n ch ange s.  

Shar ing your  informat ion  

We som et im es n eed to  a l l ow  our  serv i ce pro v id ers to  p rocess per sona l  in f ormat i on we h o ld  a bout  

you on  our  b ehal f  for  th e r ea sons  set  out  i n  th is  Po l ic y or  as o t herw ise  requ i r ed b y law .  We  ma ke 

sure th at  the se t h i rd  p ar t ie s won ' t  use your  perso nal  d a ta  for  the i r  own p urposes,  and we o n ly  

permi t  t hem t o  use i t  in  a ccord ance w i th  o ur  in st ruct ion s and t he l aw .  Th i s  in c lud es th e f o l low ing  

types  o f  org ani sat io ns:  

•  Trusted busines ses or  person s;  p ro cessing  your  in for mat ion  for  u s for  t he pur pose s set  

out  abo ve,  base d on our  in st ru ct ion s an d a s set  out  in  our  Pr iva cy Po l ic y an d an y o th er  

appropr i a te  conf i dent i a l i t y  an d se cur i t y  m easur es.  For  examp le,  we  us serv i ce  pro v id ers 

to  he lp  us w i t h  me mber  supp or t ,  a cce ss serv i ces  or  pa yment  process ing.  

•  Trusted th i rd  par t ies;  We a lso  shar e Perso nal  Dat a w i th  cer ta in  th i rd  par t ies .  Th i s  

inc lu des w i thout  l im i ta t i on:  cer ta i n  c l oud prov i ders such as M icro sof t  and i ts  C lo ud 

Serv ice s an d cer t a in  prov i ders f or  ana l y t ics  serv ice s,  such a s Googl e  
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•  Energy industry par tners;  i nc l ud in g o th er  sup pl i ers ,  N at iona l  G r id ,  ne twork op erator s 

and en ergy marke t  adm in i s t ra tor s  

•  Payment  providers;  we may wor k w i th  paym ent  pr ov i d ers to  pr oce ss your  p aym ents.   

•  Market ing ag encies ,  search  engine s and so cial  m edi a networks;  to  ad ver t i se  

CarbonLaces  a nd to  gath er  fee dback on  CarbonL ace s  such a s thro ugh cust omer  surve ys.  

•  People you ha ve author is ed us to  share dat a w i th;  such a s fam i ly  mem bers,  energ y 

brokers,  so l ic i tors  and d ebt  m anag emen t  co mpan ies,  so we can fu l f i l  your  requ i reme nts.  

•  Market  regulators;  such as O fg em a nd consu mer  pro te ct ion organ isat ion s su ch a s the  

Energy Ombu dsm an,  where  we are o b l ig ed to  do so un der  regu l a t io ns.  

•  Aggregated (non -personal is ed)  data;  w i t h  age nci es t hat  he l p  u s w i th  a dver t is in g.  For  

examp le,  we might  shar e w i th  a n ag ency how m any of  o ur  memb ers l ive  in  Scot la nd.  

When yo u sh are your  own i n form at ion  so met i mes you m ay sh are your  in format ion publ ic l y ,  such 

as by  pos t ing in  o ur  co mmun i ty  or  on soc ia l  medi a  s i t e s.  Remem ber ,  when  yo u sh are in f ormat ion 

publ i c ly  i t  m ay b eco me a cce s si b le  t hrough  se arch e ngi nes.   

Disclosing your  pers onal  in format ion  

I t ' s  i mpor ta nt  th at  yo u un dersta nd what  we ' l l  do w i th  th e data  t hat  we h o ld  about  you ,  as we l l  a s 

the law fu l  rea sons  we can  do t h is .  W e ma y somet imes  comb ine i n forma t ion that  we co l lect  f r om 

you w i th  in for mat io n we obt a in  about  you  f rom t h i rd  p ar t ies a nd af f i l i a tes and in form at io n der i ved 

f rom an y o th er  su bscr ip t io n  or  a na lys i s ,  prod uct ,  or  ser v ice we may  prov ide.  W e use the 

in format ion we ho ld  abo ut  yo u for  t he fo l low in g purp oses:  

Per forming our  contract  w i th  you  me ans t hat  we n ee d to  pro cess in f ormat ion in  ord er  per for m 

our  ob l igat i ons under  the cont ra ct .  For  exa mple ,  we ma y use  your  in for mat io n (su ch a s your  

conta ct  in format ion)  t o  orga nise yo ur  sw i tch to  Carb on Lace s ,  to  t ake mont h ly  paym ent s and  

organi se m eter  rep a i r  jo bs  or  to  he lp  suppl y  you w i th  t r usted sup pl ier s  

Ful f i l l ing our  lega l  and regul atory obl igat ion s  mea ns  that  m any of  the  ways we mana ge your  

energy are ba sed on req u i rem ents  set  out  i n  our  Su ppl i er  L ice nse  Co ndi t ions  and by O fge m 

Codes of  Pra ct i ce,  such  as how we set  out  your  a nnua l  s ta te ment  and h ow we deal  w i th  d ispu tes.  

We may a lso nee d to  com ply w i t h  co ur t  order s an d d i sc lose in form at io n to  l aw  enfor ceme nt  

agenc ies wh ere we are ob l i ged t o  do so.  

Adding you to  our  Pr ior i ty  Services  Register  w i th  yo ur  con sent  whe n yo u ha ve l e t  u s kn ow that  

you (or  a  mem ber  o f  your  hou seho ld)  ne ed e xt ra  care o r  have any vu ln erab i l i t i es,  mean s tha t  we 

w i l l  ask for  your  e xp l ic i t  con sent  befor e we add  your  de ta i ls  to  our  Pr ior i t y  Serv i ce Reg is ter .  Th is  

he lps  us t ake step s to  ensure your  sa fe ty  in  e merge nci es.  

Taking smar t  m eter  readings  w i th  your  conse nt  m ean s that  we ' l l  norma l ly  co l lect  r ead i ngs up to  

every ha l f  hour  to  ensure we o pt im ise your  e nerg y and  t rad ing pote nt ia l .  
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Analysing your  sm ar t  me ter  reading s  to  o f fer  you n e w product s and  ser v ice s w i th  your  con sent ,  

for  exa mple ,  w i th  a  smar t  meter ,  we co u ld  u se your  m et er  read in gs t o  und ersta nd how you use 

your  en ergy,  so we cou l d  bu i ld  a nd of fer  yo u new pr odu cts a nd serv i ces re levant  t o  yo ur  nee ds .  

For  our  legi t imate bus iness interests,  wh ere your  in f ormat io n is  necessary f or  us t o  bu i ld  our  

busin ess  and prov ide o ur  ser v ices to  you .  We cons ider  and ba lan ce an y pot ent i a l  i mpa ct  on you 

and yo ur  r igh ts  b efore we proce ss your  p erson al  d ata  f or  our  le g i t i mate in tere sts .  Our  leg i t ima te 

in teres ts  i nc l ude m aint a in i ng a nd i mprov ing o ur  ser v ice s for  e xamp le,  we may use in form at io n 

that  we obt a in  throug h yo ur  ema i ls  and ca l ls  t o  t ra in  ou r  team.  We  ma y a l so u se your  in format ion 

to  ensure th at  our  serv ice s are w ork ing as i n ten ded –  f o r  exam ple,  under stan d ing  which  par ts  o f  

the webs i te  are  eas ies t  to  u se.  We  ma y a l so conta ct  yo u for  su gge st ion s on  how we can i mprove 

the way we pr ov i de our  serv ice s to  you .  W e lo ok a t  the data  to  ensure th is  i sn ’ t  go i ng to  a f fec t  

you i n  an y ad verse man ner  an d w i l l  put  s t ipu la t i ons in  p lace  to  e nsure i ts  not  u sed t o  ne gat i ve l y  

impa ct  yo ur  cred i t  ra t ing.  

Provid ing personal is ed me ssage s  to  m ake sure messages ar e re le vant  to  you,  we may le t  

adver t i s in g p l a t form s l i ke  Fa ceb ook and Goog le  know t hat  yo u are a  me mber  o f  CarbonL ace s  by  

shar in g yo ur  co ntact  deta i ls  w i th  th em.  Th is  mean s we can s top a sk i ng you to  jo i n  Carbon Lace s  

once you ' r e  w i t h  u s,  a nd in stea d sh are in format ion w i t h  you th at  we th ink you mig ht  be in tere sted  

in .  

Communicat ing w i th  you  a bout  our  serv i ces we may contact  you  abou t  Carbon Lace s  new s,  

update s an d new pro duct s or  serv i ce s that  we  th in k m i ght  be o f  in t erest ed.  We may  a l so co ntac t  

you to  prov ide you w i t h  o f fer s ,  compe t i t io ns,  marke t ing  mater ia ls  and o ther  pro mot i ona l  

mater ia ls ,  both  on l i ne an d thro ugh o ther  m arket ing cha nnels ,  su ch a s th i r d -par t y  so c ia l  networks,  

l ike  F ace book .  

Measur ing our  per forman ce  an d de ve lo p ing  new  ser v i ces,  f or  exampl e,  we u se da ta  to  

underst and how our  serv i ces are u sed.  W e a l so u se a g gregated  data  to  u nderst and our  me mber s 

and the i r  en ergy u sag e bet t er .  We a lso use data  to  he l p  to  pre vent  and d etec t  f raud  or  de bt  an d 

recover  unpa id  b i l l s .  We a lso  use the d ata  t o  crea te  ne w data ser v ices f or  c l imat e imp act .  

Protect ing your  personal  i n format ion  

I t ’s  a l l  ab out  keep ing your  i n form at ion  se cure.  Wh i ls t  we cann ot  gu arante e tha t  una uthor i sed 

acce ss t o  or  un auth or ise d a l t era t io n,  d i sc losur e or  l oss  o f  in fo r mat i on w i l l  ne ver  occur ,  we wor k 

hard to  pr eve nt  i t .  In  par t icu lar :  

•  We use mana ged in f ras t ructur e  o f  Micro sof t  A zure loca ted in  t he UK or  th e Europ ean 

Econom ic Area  to  s tore  a nd pro cess your  dat a ,  ad her in g to  Mi crosof t  b est  pr act i ces  ( i .e .  

encryp t ion)  to  keep your  d ata  pr i vate  whi le  in  t ra ns i t  an d at  res t .  

o  For  data  a t  rest ,  a l l  data  wr i t ten t o  s t orage is  e ncrypte d and t he keys  that  pro te ct  

your  da ta  are  mana ged by th e c loud serv ice prov i der .  
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o  For  data  in  t ran s i t ,  a l l  data  mov ing between user  dev ices and  c l oud pr ov id ers  

datace nters  or  w i th i n  an d betwee n the data cent ers th e msel ves  adher e to  IEEE 

802.1AE MAC Secur i ty  S tand ards .  Ap pl i cat i ons de l i ver ed by  Carb onLa ces  ma kes 

use of  ind ust ry - s tan dard e ncrypted t r ansp or t  pro t oco ls ,  such  as Tr ansp or t  La yer  

Secur i ty  (TLS)  and  In tern et  Proto co l  S ecur i t y  ( IPsec) .  

•  Your  account  in for mat io n i s  pro te cted  for  your  pr i vacy and se cur i t y  thr ough B2C and B2B 

ident i ty  pro v id er s.  As  a  bu sin ess  user  you  w i l l  b e requ i red  to  au thent ica te  w i th  t he 

busin ess  ide nt i t y  prov ider  used  by your  or gani sat i on.  Whereas  as a  pr ivate  u ser  you w i l l  

be ab l e  to  a uthe nt icate  w i th  the usern ame a nd p asswor d conf igurat ion  or  throu gh th e 

soc i a l  i dent i ty  pro v id er  yo u ha ve chose n dur ing s ign up .  CarbonLa ces  and o ur  age nts w i l l  

never  a sk f or  yo ur  pa ssword.  and o ur  age nts w i l l  ne ver  ask f or  yo ur  pa ssword.  

•  We rev iew  o ur  pra ct ices for  co l lec t ing,  process ing and stor ing  personal  in for mat i on,  

inc lu d ing  physi ca l  secur i ty  mea sures  to  gu ard a gain st  unauth or ise d access to  system s 

and ba cku ps t o  prevent  t he lo ss o f  in f ormat ion.  W e w i l l  cont i nue t o  enh ance our  secur i ty  

proced ures a s new t ech nolo gy b eco mes ava i lab le .  

•  We rest r i c t  a cce ss to  personal  in for mat i on where ver  po ss ib le  to  peop le  who need to  know 

that  in f ormat ion t o  pro cess i t  a nd who are sub je ct  to  co nt ractu a l  conf id ent i a l i t y  

requ i rem ents .  

•  You can a lso he lp  to  kee p yo ur  account  and your  perso nal  in format ion secure;  you shoul d  

not  d i sc l ose your  password det a i l s  to  a nyo ne.  You  sho uld  ma ke sure your  Carbo nLa ces  

acco unt  p assword  is  d i f fer ent  f ro m yo ur  ema i l  a ddress password ,  and we r eco mmen d yo u 

chang e yo ur  pa sswords  f rom t ime to  t i me.  

•  We have  put  in  p l ace procedure s to  d ea l  w i t h  an y su sp ected da ta  secur i ty  brea ch an d w i l l  

not i fy  you  and any appl ica b le  re gu la tor  o f  a  su spe cted breach wh ere we are lega l ly  

requ i red to  do  so.  

Sources of  the Persona l  Data  

We rece i ve p erson al  d ata  d i rect ly  f r o m yo u .  In  som e ca ses,  t h is  w i l l  b e v i a  the  dev ice s in sta l led  

a t  your  premi ses  and throug h yo ur  co nse nt  for  o ur  sm a r t  meter .   

Receiving/Sending  your  data out side the Europe an Economic Area  and th e UK  

Somet im es o ur  age nts and serv i ce pr ov i ders  may be ba sed ou ts i de th e Europe an Econom ic Area ,  

so when wor k ing w i t h  the m,  we m ay p ass  your  in for mat i on out s ide  o f  th e Europe an Econom ic  

Area to  count r i es th at  do  not  have  the same  data  prote ct ion s tan dards  as t he UK.  I f  we do th is ,  

we w i l l  en sure th at  an y in format ion is  pr o tect ed i n  l i ne w i th  th is  Pr iva cy Po l ic y.  

Some of  t he th i rd  par t ies  w i th  wh om  we shar e Perso nal  Data are a lso located o uts ide t he EEA.  

Cer ta in  th i r d  co unt r ie s,  such  as Can ada and Sw i t zer lan d,  have bee n of f ic i a l l y  reco gni zed b y th e 

European C o mmi ss i on a s prov id i ng an  adeq uate leve l  o f  pro tec t ion.  
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Transfer s to  t h i rd  p ar t ie s lo cated  in  o ther  th i rd  count r i e s out s ide the EEA ta ke p lace  us ing a n 

acce ptab l e  dat a  t ran sfer  m ech an ism a s,  the  EU stand ar d cont r actu a l  c lau ses f or  dat a  t ran sfers,  

B ind ing  Corporate  Ru les,  appro ved Co des of  Cond uct  a nd cer t i f ica t io ns,  or  in  e xce pt io na l  

c i r cu msta nce s ba sed on  per mis s ib le  s t a tu tor y except io ns.  

Transfer s  or  a cce ss o f  dat a  f rom t h i rd  par t ie s lo cate d i n  the UK re la t ing to  Data Pr i vacy  Rule s o f  

O fgem and i ts  admi n is t ra tors and par tner s.   

How long w i l l  we keep your  personal  in format ion?  

We keep  the perso nal  in form at io n we co l le ct  for  n o lo n ger  than is  nece ssar y for  t he p urposes for  

which we co l le cted  i t .  T he le ngth o f  t i me de pend s on  th e purpo ses for  which we use i t ,  o r  

o therw ise to  m eet  o ur  leg a l  ob l ig at ion s  un der  th e per i o d o f  co nse nt  g i ven by t he custo mer .   

We w i l l  de le te  or  ano nym ise  any  in for mat i on a s so on a s we no l onger  have a va l i d  reason to  ho l d  

i t ,  o r  conse nt  i s  w i thdrawn .  I f  th is  i s  no t  po ss i b le  ( for  e xamp le,  be cau se your  p erson al  

in format ion has been store d in  backup arch i ves) ,  then  we w i l l  se cure l y  s t ore  your  per sona l  

in format ion and iso l a te  i t  f rom any fur ther  proce ss ing u nt i l  d e le t i on i s  po ss i b le .  

Personal  account  data  w i l l  b e de le ted  w i thout  und ue  de lay i f  the re que st  for  d e le t ion is  m ade a nd 

at  the l a te st  w i th i n  one  mont h .  

In  som e c i rcum stan ces  we ma y ano nym ise  your  perso n al  in f ormat i on so tha t  i t  can n o lo nger  b e 

asso cia t ed w i th  you,  in  whi ch case  we  ma y use su ch i n format io n w i tho ut  fur t her  not ic e to  you.  

Cookies  

Cookies  are smal l  te xt  f i les genera ted b y th e websi te  you ' re  v iew ing .  The y a l low  the web si t e  to  

s tore  i n forma t ion as you br owse.  We b co oki es conta in  data  th at  ca n be use d to  m ake  your  

browsing exp er ien ce be t ter .  Coo kie s are safe  f or  yo ur  compu ter .  Th ey o n ly  s tore  in for mat io n used 

by yo ur  browser .  The y ca n ' t  a cce ss any o ther  conte nt  o n your  com puter ,  nor  do they  creat e  

malware or  v i ru ses.  

How and why we use cookies?  

We use coo kie s to  re memb er  yo u.  The y ' re  need ed to  a l low  our  webs i te  a n d App  to  fu nct i on 

proper ly ,  and  we a l so u se th em to  impro ve your  o n l in e exper i ence  and to  he lp  u s de l iver  

person al i sed m essage s to  you.  B y us ing our  webs i te ,  w e ' re  assum ing you ' re  ha ppy w i t h  our  u se 

o f  coo kie s,  an d yo u are prov i d ing  your  con sent  to  u s s t or ing a nd u s ing coo kie s in  accordan ce 

w i th  th is  po l icy .  

Here are the ke yways  we use coo kie s and  the t h i rd  p ar t ies we a l low  to  p la ce cook ies.  We've 

inc lu ded som e exampl es b e low:  

•  Logging in  cooki es  re memb er  that  you ' re  lo gged  in  t o  your  Carbon Laces Accou nt .  

•  Preferences cook ies  re memb er  yo ur  pre fer ences  such  as the  lan guag e yo u use  
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•  Website  opt imi sat ion  we m ay u se t oo ls  to  te st  d i f fere nt  web de sign s b y sh ow ing you a  

vers i on o f  our  webs i te  t hat  i s  d i f ferent  to  e veryo ne e lse 's ,  so we ca n se e which is  bes t .  

•  Cha t  to  a l l ow  you  to  cont i nue t he same chat  con versa t i on eve n i f  you com e ba ck l a ter .  

•  Web Analyt ics  we use program s l ike  Goo gle  An aly t ic s to  he lp  us f ind out  h ow man y 

people  v i s i t  o ur  webs i tes ,  where th ey came  f rom,  wh at  devi ces t hey use d,  which pa ges 

they v is i ted,  and what  in f ormat i on th ey ar e se arch i ng f or .  

•  Help ar t ic les we us e Zende sk to  he lp  us t o  an a lyse w hat  our  memb ers  are  sear ch i ng for  

in  FAQs,  and  whether  the ar t ic l es we h ave are u sefu l .  

•  Web sessio ns recording tool s  a l low  us to  v iew  your  web se ssi on in  rea l - t ime.  B y 

rep lay ing your  j ourne y thro ugh o ur  webs i te ,  i t  he lps us see th e webs i te  thr ough your  eye s 

and he lps our  te ch te am f ind a nd f i x  er ror s and  impr ove the u sab i l i t y  o f  t he web si te .  

How can you manage  cookie s a nd where c an you f in d more informat ion?  

Most  br owsers enab le  cook ies by d efau l t ,  but  you  can  de le te  or  b l ock coo kie s in  your  browser  

set t in gs.  T o f in d out  more about  coo kie s,  i nc lu d ing  how  to  see  what  cook ies have bee n set  and 

how to  ma nage and de le t e  the m ,  v is i t  www.a l labou tcoo kies. org.  You  can  a l so ge t  in  t ouch w i th  

some of  the  th i rd  par t i es we work w i th  to  ad ju st  your  co okie  set t i ngs.  Man y web si te s o f fer  he lp fu l  

in format ion about  how you can de le te  or  b l o ck  

Cookies  in  d i f fere nt  browsers.  B l ock ing coo kie s w i l l  me an that  par ts  o f  our  websi t e ,  an d oth er  

websi te s yo u v i s i t ,  may  no l onger  fun ct ion  proper ly .  
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